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({'i"’b Topic Overview

e On-Chip Instrumentation Overview

e Application Example
Work with Temento Systems

On-Chip Assertions and Bus Trace
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«i"llb What is On-Chip Instrumentation?

Range of On-Chip Instruments
e Logic Event monitoring
Parallel/Serial/User Trigger IP
Assertion Checker IP Off chip
e Processor & bus analysis Pmbi
Bus Tracer

[

Processor Run Control (ex. Nexus)

Instruction Trace
System On-Chip

e Storage of trace data | « >
Run Control Instruments

Transaction Registers interface """
» Control * Embedded Trace

History Register
story registers Processor | . pata « Triggers

Trace RAM * Execution |, partormance monitors

* Instructions
e Post capture tools " Debug } Profiling -Anal.blocksl__

Fault Finder interface <:>
IP map back to RTL B EEEG
Profiling tools Core (B)

Bus Range Checker IP A
9 Control Port TT Trace Port
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(«i"llb Why On-Chip Instrumentation

e System and SoC Debug as part of a silicon
EDA/Test flow

Can't fix what you can’t see
Instrument hardware = Better SoC analysis
e Improved software analysis

Better visualization of operations
Localizing problems in software
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(«i"b Assertion Verification with
v

Instrumentation

Model based R Hardware
Verification - " based Debug >

P

Simulation Instrumentation
l information information
¥ loop loop

ESL ==> RTL ==> Emulation (FPGA) => Instrumented silicon

A
l : Assertion reuse ‘ i Event/

- H Trigger reuse

e Many System Assertions are synthesizable

e Synthesizable assertions support debug methods
Create Event based Monitoring, Triggering, etc...
Reuse Event/Trigger descriptions as assertions

e [nstrumentation allows validation of assertions
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(ﬂ"‘wb Industry Efforts supporting OCP

e Several Ongoing industry driven
standards and methodology efforts

e OCP-IP Debug Working Group
e |[EEE std 5001 Nexus partnership

e On-Chip Instrument venders

® Temento Systems - Dialite
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{H"‘w) OCP Debug Methodology

e OCP-IP On-Chip signal Protocol for SoC IP connection
e OCP-IP Debug WG announced Debug Standard in 2007

e Defined On-Chip instrument architecture www.ocpip.org/socket/whitepapers

OCP 2.1 Socket

Mem

RISC
Ctrir

OCP
Fabric

RAM

Other
IP

Standardized transfer socket
Master or slave, with optional
bursting, thread signals

HDL Dynamics
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OCP Debug Socket

Baseline Instrument

Sockets

1149.1 JTAG
Debug resets
Generic Processor

debug handshakes
Cross Trigger Interfaces
Synchronize Trace/Debug
Trace Triggers
TimeStamp Interfaces
Power Management
Debug Security

OCP
Fabric

Debug Features
are optional

Different Instruments
For different sockets
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N :
{H'i’) OCP Instrumentation Sockets

Define Instrumentation related signaling between cores and
other embedded subsystems

* Identifies Basic and Extended sets of socket level signals
» Leverage other work for IOs (JTAG, Nexus), APlIs, etc

e Supports debugging of multiple processor cores connected
with the OCP interface.

 Different solutions supported using OCP Debug wrapper

* Allows designers to distribute instrument signals as part of
the system interface scheme.

» Ability to create multi-core (heterogeneous processors)
instrument hardware and software.
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OCP Basic Debug Signals Interface
. Debug Control and Run Control for Cores
. Cross-Triggering between Multiple Cores and Events
. Bus traffic observation/System Trace Interface

huge value to
OCP Extended Signals Interface (Special features) final silicon debug
. Performance Monitors, Asynchronous Time-stamps
. Power Monitoring, Security Monitoring

B

|:| Standard Debug API Basic OCP Debug Extended OCP Debug
Interface Interfaces
3 part OCP
::_B_y ) Debug Processor
: Compatible A
.| fabric
Debugger A | ' Target
o Access -]
Description «
IP-XACT, VEEEl HW L
XML Server
E s = 4 Processor
[ S
_I:
[
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(Hl"; System Debug Instrumentation
OCP/Nexus (IEEE 5001) Example

TDI

Nexus

TAP Analyzer

On-Chip Analysis

» Bus Trace OCP analysis

e Complex Cross-Triggering
 Performance Monitoring (PM)
* Debug Control (DC)

e Bus Master Transactors

* Integrated processor debug

_‘r Cross Trlgger
TA

T Control

Chain

" Analysis

Chain

Arbitration

]
Other Cores

« Nexus Debug Spec available from www.Nexus5001.org
* OCP Debug Spec available from www.ocpip.org
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(ﬂ'i‘wb Example Application Solution

« Work with Temento Systems
« System enhancement of Dialite instrumentation product
 Instrumentation insertion from ESL flow
 Debug data insertion to ESL flow

e Tradeoffs of abstractions and timing vs. resources

Available as part of current Dialite product release

Contact Author for detalls

HDL Dynamics is USA representative for Temento Systems
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(ﬂ'i‘wb OCP Bus Trace and Analysis

*Record On-Chip Bus Transactions using instrumentation
» with tradeoff between accuracy and depth of recording

*Check protocols using assertions

Processor On-Chip IP core IP core
Core Memory #1 SREe #N

< < < <
T T— s :L

Trace Protocol

Memory Analyzer Checker

v EXTERNAL Y
MEMORY
Bus Trace Analyzer Bus Protocol Checker
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ﬂ'i"’b Dialite Chip Instrumentation flow

Interfaces Engines Views Extracted assertions
PSL/SystemVerilog

! : trace definitions
Stru Analysis Beh Flow G
b shekibesabdn from EDA flow

ource Code o
Behavior Analysis with Assartions \ - >

Behavior Exploration —- Schematic

Yvaveform with
Behavior Query I Assertion Trigger/Pass/Fail

- FSM

Instrumented RTL with signal
trace, debug parameters

A

Verification Debug data™ <
Tools & Debug Control

trace files to EDA tools

Instrumentation
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(H% Dialite instruments

*Types of on-chip instruments available

Logic Debug

Debug Switches

Interactive control and setting signals to desired values

Logic Debug

Virtual Debug LEDs

Interactive observing of internal signal values

Logic Debug

Debug Logic Module

Custom triggering on specific event (FSM sequences, assertions...)

Trigger/Analysis

Glitch Detector

Signal glitch tracking and system synchronization

Trigger/Analysis

Logic Equation Module

Monitor/Trigger on real-time adjustable logic equation of two signals

Trigger/Analysis

Parallel Trigger

Monitor/Trigger on Pattern recognition of parallel signals

Trigger/Analysis

Serial Trigger

Monitor/Trigger on pattern recognition of serial/sequential signals

Trigger/Analysis

Counter Marker

Trigger after a fixed duration or fixed occurrence of an event

Trace

History Register

Trigger based sequential recording into RAM or registers

Trace

Transaction Register

Trigger based selective recording of key events into RAM/registers

System Analysis

Bus Range Monitoring

Capturing signal value inside or outside a given range

System Analysis

Bus Trace Analyzer

Monitoring and compressed data trace compression computing.

System Analysis

Bus Protocol Monitor

Check bus transactions based on defined rules of bus behaviors

System Analysis

Traffic Analyzer

Analyze bus traffic metrics (DMA, stalls, latencies) over long periods

Verify Properties

Assertion Checker

Hardware verification of PSL/SVA system properties

Logic Debug

HDL Fault Finder

Monitoring events by inserting Watchpoints and Breakpoints

Stimulate
Signals

HDL Dynamics

SoC Solutions

Pseudo Random Gen.
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(«i"llb “Simple” OCP Bus Architecture

e Debug of complex design composed of differing processors
and IPs

e Different levels of verification required

Signal Debugging HDL Debugging Assertion Debugging

USBPHY  RS232 JTAG PHY LS CAN

NN .

Serial JTAG Ethernet | [Spacewire| | CAN 20
USB | |ooglink | |obglink | | MAC Link Link

Processar

Bus
Tracer

Memary
Caontroller Controller

1V port

‘uadA%cl PSiZIF  R322Z WDOG 18-bit 10 port
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(ﬂ'i‘wb Bus Instrumentation Assertions

Example of supported properties

assert always {sigl} |[== {sig2}:
assert always {sigl:sig2} |-> {s1g3: sig4}:
assert always {sigA} |=> {req; busy: gnt}:
assert always {sigA} [== {req & !'busy & !gnt: Ireq & busy & !gnt: 'req & !'busy &
gntj:
assert always {sigA} == {req: busy; busy: busy: gnt}:
assert always {sigA} |=> {req: busy[*3]. gnt}:
assert never (sigl -> (sig2 before si1g3)):
assert never (sigl -> s1g2 ):
assert always req -> next ack:
assert always req -= (req until grant):
assert always sig -= (sigl before sig2):
assert always sig -> (sigl before sig2):
assert always {sigl} |-= {s1g2[*2]: s1g3}:
assert always (grant -= prev(req)):
sequence sl = {req: !req: req: !req}: assert always req -= sl:
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(«i". Assertion Based Bus
¥ |nstrumentation Triggering

PSL assertion example

assert always req -> next grant;

This assertion means that whenever the HDL signal req is true,
the HDL signal grant must be true in the following cycle. A cycle
is specified using a given clock signal.

CLK H | |
REQ ||

GRANT ]

Transaction OK Error (grant arrives too late)

assert always req -> next (ack until grant);

This asserts that whenever req is true, ack is true in the following
cycle and ack remains true until the first subsequent cycle in
which grant is true.
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«h‘l’) Instrumented Assertion Flow

IP Assertion Checker PSL

1. Write your PSL

mm__—ﬂﬁ 3. Instrument your desigr
with Assertion Checker

2 ¢
5. Find root causes with

3 assert always { req ) -> next (ack);
Assertion checker paramelers X/

53

-

H 4

2. Import PSL into Assertion
Checker

A—B
A

—

h

4. Property is checked in real time
once in debug mode

Asserted HDL Model also
used in simulation, converted
to SystemC Assertions, etc.

©IP Name

|asserlion_cl'ecker_2

rPSLfie

|_\req_ack.psl

Edit PSL code I

N

-~ Output
I Static oulput type
" Flag

* Puse

I™ Use Extemal Pin

~ Generated HOL code

HDL IﬁDL vI

‘cover' counter width IB 3

Generate [P I

HDL Fault Finder

]
il
il
il

119

122
123
124
125

uhen 00" =) null; -- idle
uhen "01" =)
if r.hurite = *@' then v.penable := '1';
else v.pudata := ahbi.hudata; end if;
v.psel := '1'; v.state := "10";
uhen others =
if r.penable = '8* then v.psel := '1'; v.penable := '1'; end if;
v.state := "00"; v.hready = '1';
end case;

X
Code watch pakts | [P watch poirts |

State | Location

psel := (others = '8');

[ |

Carcel |

\Signal

Value ; el
B aibhapbetlvhd, Ling
O e Aachglbapheilvhd, Lne

O File Asrcharibhaphetl hd, Line

"LL10111LTL0LL L0 LL0 1]

Eggent

Temento ?w
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Dialite Debug Cockpit
onfiguration/Insertion

Instrument

Tools Window Help

&|es] | (el an <l wieal |

2, DLI_DEMD_STRATIX - PwM_HR_2
) interface B Dataln

:

=% iDLI_DEMO_STRATI
=

IRO_TRIGGER ok Data_ 17 [fpum_ins\fouputp) ERDGE_...
ERIDGE_D&TaA conmandB] Date_16 [fpmm_instipwm_syrch)

PuM_ST oulpuip L Data_TE(PWM_ST/Data_ Dut/Tig)

Pradh_HA_2 regul_done Data_ 14 [fpum_insiegul_done)

P _COMMAND requlto_pem(E.0] Date_13 [fpmm_instegul_to_pom5)

Pl PRG - reset Data_12{/pwm_inseg_to_pami5])

MEMORY_TRIGGER & e
MEMORY_LEM requlto_prm_in(E.0]
ADDRESS_BUS_CHECKER - prm_synchio
MEMORY_TRAMSACTIONS
ERIDGE_TA

ERIDGE_DEBUG

FAt_UILM

Pt _HR
ERIDGE_COUNTER_TRIGGER

Data_ 11 [fpum_ins\egul_to_prml4])
Date_10 [fpmm_instegul_to_pom[3)
Data_31/pm_insteguto_pem(2)
Data_B/prm_instiegulto_pwn(1])
Data_7 [/pm_institegulto_pwm(d)
Data_ 6 {/prm_inst/command]G])
Data_5 {/pm_inst/command]5)
Data_4 [/pm_inst/commandld)
Data_3{/pm_inst/command|3)

MEMORY_LEM

&l ACK_COUMTER Data_2fpwm_instécommand(Z)
" Data_1 (/pwn_inst/command[1])

State machines
. = Date_0(fpum_instcommand[0)

“gmes,INnstrument insertion

regulator. vhe

Pt adule. vhd - CKEnable 2“%
bridge.vhd s
P ST

sdram_pll_bb.v
delsy_resst_black_bb.v
ref_32_system_bb.v

DTG ORI TWL_PRG

x

delay_resst_block <b2v_instl>
@) Loading file CaSebastienDLI_DEMO_STRATIX_4716200DLI_DEMO_STRATISOHDL TmpSourc sdelay_reset_bloclk_bb.w =

sdrarm_pll <b2v_inst2>
3D Preprocessing file | AOriginalProject'Blackboxeshsdratn pll bbb D [ I d .

-
[l bridae <bridae_inst:
Bl P M_Module <prarn_insts

&) Loading file C:\Sebasnen\DLIiDEl\p‘IoisTRATIX74?1b2EIYDL17DEM075TRATIX\HDLTmpSourc ehsdratn pll b

&) Loading file CASebastien’DLI_DEMO_STRATIM 4710200DLI_DEMO_STRATIXNHDL TmpSourcevbridge vhd

=23 Entities EFIDGE_...
Pl regulator <REGUIL>
@) Loading file C\Sehastien'DLI_DEMO_STRATIX_47 1b20DLI_DEMO_STRATIXHDL TmpSourcePWh_Maodule whd

=@ standard_32
@ process
case 4 i
FF |
ERIDGE_
Lol P <Pk _1> — (omest Discerrect | Disconnet all
&) Loading file CASebastienDLI_DEMO_STRATIX_471b200DLI_DEMO_S TRATIXHDL Tmp Sourc éregulator whd

ref 32 system <b2v_inst>
4 3| =
| | I <] | _’l—l
(Z) Loading file CSehastien’DL]_DEMO_STRATIX 47 1h20DLI_DERMO_STRATIXHDL Tmp Sourc XPWIL whd

&) Loading fils CASehastien'DLI_DEMO_STRATIX_47 1b200DLI_DEMO_STRATIXNHDLR efPWI_ULM_Regul_Monitoring. vhd
&) Loading file CASebastien\DLI_DEMO_STREATIX_471b200DLI_DEMO_STRATIXHDLE.efuick_counter. v =
< | [ Process log {Fil= 1og  Wiaming log » Emer g 7 Tl | <

X Time | Address | Bead Data | wiite Data | Direction | Size | Burst | Pratection E._ |

3 DR MM |Watch point : 12 |LC5 2642, RAM bits 69300

~N~———
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Dialite Debug Cockpit

Results Display and Analysis

...Meon3_stratixii_demoDLI_AMBA_TRACER.vcd
File Edit Search Time Markers “iew Help

QlalQE] kildzlzi
From:ID T0:|92 haximurm Time (48450 - Current Time : 23
rSignals rWWaves
Time TS a0 Z
DLILHECLK =1 L L [ 1 [ 1 [ 1} e
DLI.HADDR[31:0] =0000023C lp00+ P00+ foo0+ eon+Jooos Jeoos Poooozs Joon. jpon. J pon. J ! ipoo. Jeno. boo-+poo- Jeoo+poo+ oo jpoooozsc
DLI HRDATA[31:0] =12BFFFFS ——{prziooos oo+ f—Fz1+) 00+ 1ZBFFFFS {072 10007 D+ o+ DoC
DL HWDATA[31 0] =ZZ777777 = m)
DLI HWRITE =0 | [
DLl HEIZE[2:0] =2 &
DLILHBURST[2:0] =1 i 7 b 6w
DLL.HPROT[3:0)=E E F E F F E F E -3 F e W 1
DL Masterl_HEUSRED =0 |
DL HRESF[1:0] =0 i
DL HTRANS[1:0] =0 5 3 3 — — ~ 7 1
DL HREADY =1 [ — (‘—e—l U v EI. —Iqu
DLI. Slave2_HSEL =0 I ] us If ’ 7 | Or
DLl Slaval_HSEL=1 [ I . || || || I
DLI. Slavell_HSEL =0 | [ [ | [ | [ |
piolip o D o D o] D o
1 3:5: II::‘" :; null; - idle * Time Address Fead Data ‘Wiite Data Direction Size Burst Response Transfer Type | Ready Slave
; bise uoputats = a0 wits: 0 1F; 1 BOOMNOZI0  OkDAZ1 004 0 DkAY IDLE 1
a1 . Sel"f: e yotate = g 2 0400000234 DxDAZ10004 k) INCR OPCODEF.. 0 OKAY IDLE 1 0
T : : 3 00000028 OWDEODAOTE - WRITE 2 SINGLE DATAACC. O DKaY SEQUENTIAL 1 1
: . —Te T TIE—— 4 0400000238 - 0x76458020  READ k) INCR OPCODEF.. 0 OkaY IDLE 1 0
75 LF vopenable = 0 then vupsel i M5 vpenable i M end 1 5 080000318 O4EZ10ROCF - READ n SINGLE  DATAACC. 0 OKaY SEQUENTIAL 1 0
o P 3 voready == s 3 00000023 - - READ 2 INCR OPCODEF.. 0 kA IDLE 0 i
o ; X ot it | P vt o 7 000000230 - - READ k) INCR DPE%.. i OkAY IDLE i
. . g il DWE g 040000023C  0w0O00D0CE - READ k) INCR oPcip2 | P I Jia. a . S ] l@
: E : .JI E@ﬂ IHC]( 9 0I0000Z3C  Dk1ZBFFFFS - READ 2 INCR P UJS I]- C Llr aC
X Gt el 10 040000023C  Ok12BFFFFS - READ 2 INCR OPCODEF.. O Dk IDLE 1 i
a'ggfr o alue n 1 0400000230 OkIZBFFFFS - READ k7] INCR: OPCODEF.. 0 ks IDLE 1 i
aﬁ-b e | (O) Fi vachatbapborlyb, Lie 116 12 0x00000240  (Ok12BFFFFS - READ 2 INCR OPCODEF.. 0 DKAY IDLE 1 0
apb/1. hready o [@ IR 1 =ffic finalyzer - (IP name : BRIDGE_TA) (component : DLT_DEMO_STRATIX) x| ﬁg gg :mgg SEESBE E . g gm: :gll:g 1 g
lapb0/z, pael ' O File ion Output Level o
bz pencble DY : i ) ) ; 4D k) INCR OPCODEF.. 0 OkaY IDLE 1 i
b0z e (_l‘“" _o | e 4D 2 INCR OPCODEF.. O KAy IDLE 1 0
G level 4D 2 SINGLE DATAACC. O OKAY SEQUENTIAL 1 0
3 S = = 4D 2 INCR OPCODEF.. 0 OKaY IDLE 0 0
‘EphD/I.p“ﬂatE 1110111111101111111011 Clock ticks [8-5127] 127 AD » INCR OPCODEF... 0 OKAY |DLE 0 0
W E e R ) T T 0 z IR OPOOOEF.. 0 oKy L ! 0
eyt L (Mi" [o= Ma [ 100% aveage: | 173 % Overfow © Empty O ‘ 4D £ INCR OPCODEF.. D DKAY IDLE 1 0
Hevent + 2 T 4D k) INCR OPCODEF.. 0 OkaY IDLE 1 i
Broan : ¢ 4D 2 SINGLE DATAACC. 0 OKaY SEQUENTIAL 1 0
B ( ’7 ( ’7 ( AD 2 INCR OPCODEF.. O OKAY IDLE 0 0
Bevent © 6 4D 2 INCR OPCODEF.. 0 OkaY IDLE i i
drva : 7 ann! ol | WELHG alulunl Bl L | nlah 4D » INCR OPCODEF.. D OKAY IDLE 1 i
Evemé 5 4D 2 INCR OPCODEF.. 0 OKAY IDLE 1 1
alFvent. : 10
Beent : 10 ITrattfic Analvvzer 4D 32 INCR OPCOCEF.. O Okay IDLE 1 0
L 1L 11 \ILJ_I_IM_I_IJ_IMla_hM L}
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Dialite Instrumentation Summary

Assertion Checker : Check OCP transactions
Switch/Leds : Check current state of external 10

Capture OCP bus transactions during execution
including boot, reset, etc.

Isolate OCP transactions that access memory
(instruction fetch, RAM/register read/write)

Concentrate on control signals associated to
each OCP transaction (write strobe, protection

HR

weew o gjgnal, selection signal, ...)

Check internal signal behaviour according to
HDL code in order to find casual errors or bugs
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N -
{H'j’) OCP Instrumentation Summary

On-Chip Instrumentations provide important analysis/verification
Growing recognition of value of standards based integration
Design flows need to include
Value from consistency, reuse in debug and verification
Standards based integration makes the difference
OCP On-Chip Instrumentation IP and solutions are available
Instrumentation Tools, Interfaces for chip event monitoring, etc.
Assertions simplify bus level debug and analysis

HDL Dynamics is working with Temento and others to develop
Instrumentation based Debug solutions
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